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Back in the early XX century…



Spooky Action at a Distance

miles away

1 0 1 1 1 0 1 1



Alice Bob

Eavesdropper

Scenario  



• PERMUTATIONS
– e.g. Scytale (400 BC)

• SUBSTITUTIONS
– e.g. Caesar cipher (50 BC)

• PERMUTATIONS + 
SUBSTITUTIONS

Typical techniques



Permutation of characters

400 BC
SPARTAScytale



ABCDEFGHIJKLMNOPQRSTUVWXYZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ

DEFGHIJKLMNOPQRSTUVWXYZABC
ABCDEFGHIJKLMNOPQRSTUVWXYZ

A T T A C K  T O M O R R O W
DWWD F N   WR P  R U U R  Z

50 BC
ROMECaesar ciphers



Baghdad, al-Kindi (800-873)

Early cryptanalysis



0

2

4

6

8

10

12

14

A C E G I K M O Q S U W Y

Frequency of letters in a typical English text

Frequency analysis

A B C D E F G H I  J  K L M N O P Q R S T U V W X Y Z

English: ETAOINSHR 
German: ENIRSATUD 
French: EAISTNRUL 
Spanish: EAOSNRILD 
Italian: EAIONLRTS 

Finnish: AITNESLOK



SCYTALE 400BC

ENIGMA 1940
POLYGRAPHIAE

1518

Is there a perfect cipher?



01011100 
11001010
10010110

plaintext 

KEY

cryptogram

10010110
11001010
01011100

1 0 0 1 0 1 1 0

KEY

cryptogram

plaintext 

One-time pad



KEY 0 0 1 0 1 1 0

?

KEY 0 0 1 0 1 1 0

Key distribution problem

miles away



KEY 0 0 1 0 1 1 0 KEY 0 0 1 0 1 1 0

Quantum key distribution

miles away

Spooky Action at a Distance



Polarization

+1

-1
341.05 × 10 Js=

Polarization is an 
intrinsic property 
of a photon

We cannot just “measure 
polarization”. We can only 
measure polarization with 
respect to some specified 
direction

In any measurement 
we can get only
two results: +1 or -1 

(in units of                            )



Enter entanglement

+1

-1

+1

-1

miles away

⊕⊕ ⊗⊗or polarizations results are always oppositeFor

⊕ ⊕⊗ ⊗or polarizations results are randomFor



Schrödinger’s idea 

Manuscript by Schrödinger  dated back to 1932 or 1933. 
Discovered by Matthias Christandl and Lawrence Ioannou of 
Cambridge University in the Schrödinger archive in Vienna. 



Bob

Alice

Violet Laser Diode

BBO crystal

Entanglement @ NUS

© Quantum Information Technology Laboratory, NUS



Puzzling, eghhhh



Local realism  
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-1

+1

-1

miles away

Do photons have predetermined values 
of polarizations?



Suppose they have…

–“If, without in any way 
disturbing a system, 
we can predict with 
certainty… the value of 
a physical quantity, 
then there exists an 
element of physical 
reality corresponding 
to this physical 
quantity”

PERFECT 
EAVESDROPPING!

LOCAL REALISM



Local realism is testable (1964)

+1

-1

+1

-1

John Bell

1 1 2 2 1 2( ) ( )Q A B B A B B= − + +

1A
2A 1B 2B

One of these terms is 0 and the other is ± 2

2 hence 2 2Q Q= ± − ≤ ≤



Quantum mechanical predictions

+1

-1

+1

-1

A B

If A and B are     degrees apart 
Alice’s and Bob’s results agree
with the probability 

θ

2sin θ

θ

Experimental Fact

1AB =Results agree:
1AB = −Results disagree:

2 2sin cos cos 2AB θ θ θ= − = −



Quantum mechanics versus local realism

+1

-1

+1

-1
1A

2A 1B
2B

1A
1B

2B
2A

1 1
1cos

4 2
A B π

= − = −

45 deg.

1 2
3 1cos
4 2

A B π
= − =

2 1
1cos

4 2
A B π

= − = −
2 2

1cos
4 2

A B π
= − = −

1 1 1 2 2 1 2 2

1 1 1 1 2 2
2 2 2 2

Q A B A B A B A B= − + +

= − − − − = −



Local realism is refuted (early 1980s)

Alain Aspect

Institut d’Optique d’Orsay (1982) 

Entangled photons do not 
have predetermined 
values of polarization!



What have we learned?

• Local realism is refuted by quantum theory
• Entangled photons do not have 

predetermined values of polarization…
• …so eavesdropper has nothing to measure
• Quantum mechanics allows eavesdropper 

free communication
• Any post-quantum theory that refutes local 

realism allows eavesdropper free 
communication.



Entanglement as a resource

C.H. Bennett  & 
G. Brassard 1984

Prepare and 
Measure 
Protocols  

Entanglement 
Based 

Protocols

A. Ekert 1991

S. Wiesner 1970

QUANTUM CRYPTOGRAPHY



Entangled or separable ?

A

i i ii
i

ia ap b bρ = ⊗∑

B

E.Schrödinger, Proc. Cam. Phil. Soc. 31, 555 (1935)
R.Werner, Phys. Rev. A 40, 4277 (1989) 

aΨ bΨ



Separable

Entangled

Geometry of density operators

ΨΨ

1ρ

2ρ

11
4

Entangled or not

membership problem
NP-hard



Separable

Entangled

Entanglement witness
ΨΨ

Entangled or not

membership problem
NP-hard



Real stuff



There is even more to entanglement…

• Quantum cryptography

• Quantum computation

• Quantum metrology

• Precise atomic clocks

• …



CLASSICAL QUANTUM

Shrinking computer 

EVERY 18 MONTHS MICROPROCESSORS DOUBLE IN SPEED

1 meter 0.000000001 meters



Photonic crystals
D. Angelakis et al…

How quantum computers will look like?

1993 VISION (Barenco and Ekert )
array of single electron quantum dots

© IEP Innsbruck

1994 VISION (Cirac and Zoller… )
ions in ion traps 

EVOLVING VISION…

?



Predictions are risky 

“I think there is a world market for about five computers”

Remark  attributed to Thomas J. Watson 
(Chairman of the Board of International Business Machines) 1943.

“The Eniac has 18 000 vacuum tubes and weigh 30 tons, 
we envisage in the future of computers with 1000 tubes 
and of a weight of only 1 1/2 ton”

Popular Mechanics, 1949.
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